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CBRITP TRAINING OBJECTIVE 

This 3-day training provides how to assess, develop, test, and maintain an information technology 

(IT) Disaster Recovery Plan for recovering IT and telecommunications systems and infrastructure 

in the event of a disaster or business disruption. 

 

The training is also designed to prepare participants for the optional CBRITP certification exam, 

which is offered on the last day of the training. 

OVERVIEW 

This seminar aims to teach you how to develop, test, and maintain an information technology IT 

Disaster Recovery Plan for recovering IT and telecommunications systems and infrastructure in 

the event of a disaster or business disruption. The workshop provides a comprehensive, step-by-

step. IT Disaster Recovery Plan development methodology, and presents key IT availability 

planning concepts and principles including those that are continuous and highly available issues. 

You will learn various IT recovery training techniques, strategies, and practical methods that will 

help you to build a robust and resilient technology support infrastructure and critical process 

recovery capabilities to ensure a fast and efficient recovery of business operations and mission -

critical IT systems, applications, and data.  

• ISO 22301: Business Continuity Management Systems - Requirements 

• NFPA: Standard on Disaster/Emergency Management and Business Continuity Programs 

• ITIL: Information Technology Infrastructure Library 

CBRITP COMPLETION GOALS 

Upon completion, you will be able to: 

• Design, develop, and implement an effective information technology (IT) and 

telecommunications Disaster Recovery Plan to recover critical IT systems, applications, 

data, and business processes. 

• Conduct a risk assessment and Business Impact Analysis (BIA) to determine threats, 

vulnerabilities, impacts of disruption to IT infrastructure and business operations and IT 

and telecommunications recovery time frames, priorities, and resource requirements.  

• Identify, evaluate, and select high availability and disaster recovery solutions suitable for 

Recovery Time Objectives (RTO) and Recovery Point Objectives (RPO).  

• Select and procure an appropriate secondary and tertiary alternate IT recovery site.  

• Ensure critical data off-site backup and storage, retrieval, and management requirements 

are met. 
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• Establish effective Service Level Agreements (SLAs) and contracts with vendors, 

suppliers, and service providers for facilities, data, and resources.  

• Assemble a knowledgeable and effective Disaster Recovery team, and assign appropriate 

pre-disaster, disaster, and post-disaster tasks and responsibilities. 

• Test and manage changes to the Disaster Recovery Plan. 

TRAINING OUTLINE 

CBRITP Introduction  

Understand BC and IT DR concepts: 

• Purpose and scope of BC and IT DR. 

• Importance of a Business Continuity and IT DR 

• Types, sources, and business impacts of disasters and disruptive events. 

• Historical evolution of BC and IT DR. 

• Legal and regulatory requirements. 

• Business Continuity and IT DR best practices, standards, and guidelines.  

• Elements of Business Continuity and IT DR Management and planning process. 

• Six stages of BC and IT DR life cycle and the deliverables. 

BC and IT DR Process Stage 1 - Risk Management  

Assess threats, existing vulnerabilities, potential impacts, and risk control options:  

• Introduction to risks, threats, exposures, impacts, and risk assessment methods. 

• Risk management method: risk assessment, risk control options assessment,  risk controls 

cost-benefit comparisons. 

BC and IT DR Process Stage 2 - Business Impact Analysis (BIA)  

Identify mission-critical business processes and their recovery requirements. Analyze the impact 

on the business if these processes are interrupted: 

• Comparison of BIA and risk assessment. 

• BIA responsibilities. 

• Elements of a BIA: Maximum Tolerable Downtime (MTD), Recovery Time Objective  (RTO), 

Recovery Point Objective (RPO), Work Backlog, and Data Loss. 



CBRITP – CERTIFIED BUSINESS RESILIENCE IT PROFESSIONAL 

CBRITP (Doc-ver: 3)                             Copyright © BRCCI (brcci.org)                                 Page 3 

• Method for conducting BIA. 

• BIA deliverables. 

• Example BIA report. 

BC and IT DR Process Stage 3 - Business Continuity and IT DR Strategy 

Development  

Develop a strategy for timely and cost-effective recovery from potential disruptions: 

• Introduction to Business Continuity and IT DR strategy. 

• Identification of recovery scope and requirements. 

• Identification of available recovery alternatives and options. 

• Cost-benefit assessment of available recovery options. 

• Recommendations for recovery service contracts. 

BC and IT DR Process Stage 4 - Business Continuity and IT DR Plan 

Development  

Develop a document outlining the plan for maintaining Business Continuity (BC):  

• Objective and scope of a BC and IT DR Plan document. 

• Roles of a BIA and BC strategy in a BC and IT DR Plan. 

• Roles and responsibilities of BC and IT DR Plan implementation teams.  

• BC Plan implementation phases: initial response and notification, problem assessment, 

disaster declaration, recovery and resumption, and restoration. 

• Tasks and procedures for each BC and IT DR Plan implementation phase.  

• Crisis Communication Plan. 

• Emergency Response Plan. 

• Change control procedures for a BC and IT DR Plan. 

BC and IT DR Process Stage 5 - Business Continuity Plan Testing  

Validate the Business Continuity Plan: 

• Benefits of testing. 

• Types of testing methods. 
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• Importance of a test plan. 

• Test plan content. 

• Method for developing a test plan. 

BC and IT DR Process Stage 6 - Business Continuity Plan Maintenance  

Maintain BC Plan in a constant-ready state for implementation: 

• Importance of BC and IT DR Plan maintenance. 

• Components of BC and IT DR Plan maintenance: change management, periodic testing, 

regular training, and periodic auditing. 

• Deliverables from each component of BC and IT DR Plan maintenance.  

• Recommendations for effective BC and IT DR Plan change management.  

Business Continuity Management  

• Detailed overview of Business Continuity Management. 

• Relationship between Business Continuity Program phases and plan development.  

• Business Continuity and Resilience Program office. 

• Business Continuity Program Audit methodology. 

Business Resilience, Continuity, and Disaster Recovery  

• Evolution of Business Continuity to Business Resilience. 

• Limitations of Business Continuity and Disaster Recovery Planning. 

• Business Resilience concepts and model. 

• Business Resilience Management. 

• Business Resilience Strategy. 

• Enterprise Risk Management. 

Other Topics  

• Overview of BC and IT DR program audit methodology. 

• Review of BC standards and IT DR program maturity levels. 
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FREQUENTLY ASKED QUESTIONS 

WHY DO I NEED BUSINESS CONTINUITY TRAINING?  

Your organization needs a business continuity plan to protect critical operations, resources, and 

services during unexpected disasters and business disruptions. After a disaster, everyone in the 

organization relies on the business continuity plan to ensure continuity of business and to restore 

normal operating conditions. It is crucial to know how to build a reliable, comprehensive, and 

effective BC Plan for any business disruption scenario. 

WHAT MATERIALS WILL I RECEIVE?  

In-class Seminars: 

You will receive a presentation workbook, sample Business Continuity Plan templates, key 

chapters of a plan methodology textbook, and a set of reference documents.  

Online Seminars: 

You will receive soft copies of the presentation workbook, sample Business Continuity Plan 

templates, key chapters of a plan methodology textbook, and a set of reference documents.  

WILL I GET AFTER COMPLETION OF TRAINING?  

Upon successful completion of the seminar, you will receive the following:  

• CBRITP Certificate: Official certification recognizing your expertise 

• Certification Badge: Shareable badge for your professional profiles 

• CPE Credits & Course Completion Certificate: Document your ongoing professional 

education 

A paper copy of the certificate is available for an additional processing and shipping cost.  

WHO SHOULD ATTEND THIS CBRITP COURSE?  

This course is designed for anyone responsible for Developing Business Continuity Plans and 

Disaster Recovery Plans, managing Business Continuity projects, or participating in Business 

Continuity Planning. It is especially useful for Business Continuity and Disaster Recovery 

Planners, Business Unit Managers, Project managers, Senior management, and Staff from 

Information Technology, Security, Emergency Response and Crisis Management, 

Communications, and Human Resource Departments. 

WHAT IS THE START-TO -FINISH PROCESS?  

In-class Seminars: 

After completing registration and payment, you will receive two emails: a receipt of the payment 

and a confirmation with venue details. At the start of the training, you will receive the training 

materials. The optional exam, consisting of multiple-choice questions, will take place on the last 

day of the training. Results will be notified within two business days.  
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Online Seminars: 

After completing registration and payment, you will receive two emails from us a receipt of the 

payment and a confirmation of registration. The instructor will send you an online meeting invite 

before the training date. At the start of the training, you wi ll receive soft copies of the training 

materials. The optional online proctored exam, consisting of multiple-choice questions, will take 

place on the last day of the training. Results will be notified within two business days.  

CBRITP TRAINING TESTIMONIALS  

“The CBRITP Course confirmed to me that I am on the right path to creating a 

true business recovery plan for I.T., taking what I learned from you will help 

me build and organize a stronger plan. Taking into consideration that I.T. has 

been driving this plan from the beginning it will now give me a strong 

foundation to move the plan forward.” 

- Steven R. // CBRITP Technical Lead, Veritiv Corporation 

 

“I attended the course knowing very little about the BCP concept. However, 

the facilitator handled the such that even a novice could appreciate the 

concept of Business Resilience and Business Continuity Plan. The teaching 

method which was interactive and participatory helped participants to share 

experiences. The group work was excellent for capacity building in BCP, it is 

BRCCI. They are the best.” 

- Comfort M. // Chief Revenue Officer, Ghana Revenue Authority  

 

“The course is critical to every organization irrespective of a sector as it is 

customizable to suit their respective needs. It is also in line with international 

best practices standards and many other governance frameworks.” 

- Nwagu C. // IT Manager, West African Gas Pipeline Limited 


